
 

Job Title: Network    Wage/Hour Status:   Exempt 

  Security Manager 

 

Reports To: Assistant Superintendent of   Pay Grade:   Technology Pay Plan I-5  

Technology and Information Services  

 

Dept. /School: Technology Development Department Date Revised:  04/30/2018 

 

 

Primary Purpose: 

 

To participate in and provide leadership in the development, deployment and support of secure 

infrastructures, applications and technology initiatives, both from an architectural and operational 

perspective.  In this role the Network Security Manager will build and implement a flexible and 

comprehensive security policy that is deployed and managed across the enterprise.  This security 

policy will take into consideration the unique structure and needs of a K-12 environment and will 

use current generally accepted best practices for establishing the security environment. 

 

Qualifications: 

 

Education/Certification: 

 Bachelor's degree with a technical background or comparable experience in the field.  
 
Special Knowledge/Skills: 

 Working knowledge of Cisco networking equipment.  

 Working knowledge of TCP/IP including routing and routed protocols. 

 Functional knowledge of IT Forensics and data collection. 

 Hands on management and configuration of DNS / FTP /  SNMP / SMTP and LDAP 
servers. 

 Familiarity with strategies used to configure and secure wireless networks (Cisco, 
802.11x). 

 Strong knowledge of mobile wireless devices (iOS, Android, etc.). 

 Hands on experience doing functional security testing against firewalls, servers, end 
point clients and network equipment. 

 In depth knowledge of Microsoft Core Technologies.   

 Working knowledge and understanding of threat management tools, log management 
tools and IDP/IPS solutions. 

 Strong knowledge of mobile user VPN solutions and client configurations.  

 Working knowledge of Cisco ASA and other firewall technologies. 

 Working knowledge of networking infrastructure. 

 Hands-on experience with Mobile Device Management Systems. 

 Advanced hardware troubleshooting skills (network, server, etc.). 

 Experience with configuration and network management tools like Solarwinds and 
Microsoft SCOM. 

 Strong project management skills. 

 Excellent written and verbal communication skills. 

 Advanced ability to recognize and remediate network issues up to and including the 
server OS level (Linux or Windows). 



 Ability to recognize, mitigate, and troubleshoot DDOS attacks. 
 
Experience: 

 The incumbent for this position will have a minimum of 5 years’ experience in a network 
security role and prior experience as a network support technician.  Experience in a 
high availability environment is strongly preferred.  

 

Major Responsibilities and Duties: 

 

1. Serve as the primary point of contact and primary escalation point for any security 
related issues. 

2. Manage Internet filters, including development and implementation of rules and 
policies. 

3. Work alongside the Network and Campus Support Teams to ensure the infrastructure 
is in constant compliance with security requirements of the District. 

4. Implement a manageable process for logging and investigating security incidents as 
they occur. 

5. Maintain a high level of knowledge regarding current security technologies. 
6. Work with third party providers and vendors to ensure the company is well positioned 

from a technical perspective. 
7. Ensure all sites are current to security standards, policies and requirements. 
8. Perform other duties as assigned. 

 

Supervisory Responsibilities:  

 

None 

 

Equipment Used: 

 

Various technology equipment. 

 

Working Conditions: 

 

Irregular work hours. 

 

Mental Demands/Physical Demands/Environmental Factors: 

 

 Maintain emotional control under stress.  

 Exerting 20 to 50 pounds occasionally.  

 Frequent district wide travel. 

 

NOTE: The foregoing statements describe the general purpose and responsibilities assigned to this job 

and are not an exhaustive list of all responsibilities, duties, or skills that may be required. 


